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Physical security

Analysis of computational resources
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Physical security

Deduction of information on sensitive data
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Physical security

How much sensible ?
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Leveraging problems
* (A)y) — Not Hard
* (AJHW(y)) — Hard ?
* (A/HW(y)+n) — Hard
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Given (A, b)

8 mOd q) Search/ secisional
7 N
find s Distinguish from the uniform
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Security based on worst-case lattices assumption for
Gaussian error ¢ [Regev05]
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Among 5 standards of the NIST, 3 are based on
structured LWE variants

On the Hardness of LWPRN from LWE



Given (A,b)
@ mOd q) Search/ Fecisional
o N
find s Distinguish from the uniform

men

Security based on worst-case lattices assumption for
Gaussian error ¢ [Regev05]

Among 5 standards of the NIST, 3 are based on
structured LWE variants

What about physical attacks ?
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LWE cipher power consumption
A A timing
electromagnetic emission

acoustic emission
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LWE cipher

non constant time operation
sensible operation

Do

On the Hardness of LWPRN from LWE



LWE cipher Masking = share
A Blinding = randomize

COSTLY
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LWR cipher
LWE: b=As+
LWR: b =[As], [BPR12]
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Side-channel analysis

Countermeasures: avoiding masking

LWR cipher

(O]

Relaxed Assumption
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Hard Learning Problem from Side-channel analysis
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L = Leakage Function

P LWPR : (A L(As)) [DMMS21]

LWE Cipher
As )

s L(As)
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L = Leakage Function

_— LWPR : (A,L(As)) [DMMS21]

LWE Cipher ——— 5 [WPRN: (A L(As)+7)
As Uy

e €zg Iemm B L(As) +I

Mathematical Physical
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L = Leakage Function

_— LWPR : (A,L(As)) [DMMS21]

LWE Cipher —— SIWPRN : (A,L(As)+17)

As Uy !
NHW-LWE : (A,As +e, HW(As) +17)

e €zg Iemm BH HW(As)+I

Mathematical Physical
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LWE with Hints [KLSS23,LSW25]
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(possibly) unstructured
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LWE with Hints [KLSS23,LSW25] Entropic LWE [BD20]
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Adversary Large entropy

(possibly) unstructured Short secret variant
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Considering additional leakage

yes

linear ?
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Considering additional leakage

noises?

) Hard Problem
linear ?

Easy Problem
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L(s)

yes

no

Hint-LWE

Entropic-LWE
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We have

LWE Cipher
As Uy
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We have LWE Cipher +
As Uy

We want A Las) | +| 7] LWPRN hard
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We have LWE Cipher +

As Yy
We want A >l + 7] LWPRN hard
We study Al b [weel+ 5 hardness of NHW-LWE
under LWE assumption
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o HV¥(31S)
Parallel DA rM HW(a;s) — log(mlog(q))

time +

~HW(ams)

Leakage’s
entropy
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~ HV¥(31S)

Parallel t : M HW(as) — log(mlog(q))
time +
~HW(ams)
Leakage’s
entropy
4 wHW(a1s)
. t2
: (HW(ass),...,HW(ams)) — mlog(log(q))

Im ~ HW(amS)
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o Remove b HW,
NHW-LWE,, . —  LWPRN q,n,rg,nae

@’@,N+H @,N+H
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Theorem R b
LWEgnmo, —— NHW'LWEg%,m,ae _nemove LWPRNZ\:X}Z?%

PR

Statistical distance: % <e

Rényi divergence: o, = vmIlogy(vVAoe)]
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LWE = NHW-LWE
Construct 2 an adversary against LWE using «# an adversary against NHW—LWE.J
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LWE = NHW-LWE

Construct 2 an adversary against LWE using «# an adversary against NHW-LWE.

J

(Ab,h+n)

€ LWE B NHW-LWE o
$ x
A«—Zg7 n
sizg, ik
(Ab)
h:=HW(b)
n<—0n
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LWE = NHW-LWE

Construct 2 an adversary against LWE using «# an adversary against NHW-LWE.

J
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LWE = NHW-LWE

Construct 2 an adversary against LWE using «# an adversary against NHW-LWE.
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LWE = NHW-LWE

Construct 2 an adversary against LWE using «# an adversary against NHW-LWE.

J
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HW(as)+n=HW(bi)+d+n
~HW(b)+17

7 independent of q
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LWE Cipher ——
As Uy
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LWE g nmo, NHW- LWE‘;",,,M LWPRNp

@ | @ @ | | +H
LWE Cipher ——
As Uy

HW(As) HW(As

@, (As) +| 7]
\%/—/

How can we better the bound ¢ knowing A ?
Relaxation on masking ?
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LWE g nmo, NHW-LWE, 1. LWPRNp

af GiEd @ﬂl

LWE Cipher ——
As Uy

How can we better the bound ¢ knowing A ?
Relaxation on masking ?

Thank you for your attention !
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